Abstract-In this paper, we propose a hybrid cooperative beamforming and jamming scheme to enhance the physical-layer security in the two-way relay network with an eavesdropper and a primary receiver. Cooperative beamforming and jamming are designed to maximize the secrecy rate with a total transmit power constraint of the relays and interference power constraint at the primary receiver. The beam former weights can be obtained by solving a semidefinite programming (SDP). And a method based on the first order Taylor polynomial which has lower complexity but comparable performance is introduced . Simulations show the joint scheme greatly improves the security.
I. INTRODUCTION
Physical layer security technique has attracted significant attentions recently, which exploits the physical characteristic of wireless channel to guarantee the message being transmitted securely. In [1] , Wyner Wyner's approach was extended to Gaussian wiretap channels and broadcast channels in later works [2] .
Cooperative transmission has attracted much attention to enhance the capacity of a wireless channel. The current efforts to improve the secrecy rate in the context of cooperative com munications can be roughly classified into three categories, cooperative beamforming, cooperative jamming, and hybrid relaying and jamming. Cooperative beamforming [3] helps to improve the channel quality to the legitimate destination, while cooperative jamming (also called artificial noise) degrades the channel condition of the eavesdroppers [4] . Hybrid relaying and jamming schemes to secure the networks were proposed in [5] , where some nodes adopt distributed beamforming to relay the message and others jam the eavesdroppers. They will improve the security of the data transmission.
Artificial jatmning signals in cooperative januning can be divided into four categories [6] : 1) Gaussian noise, which is 
99
the same as the additive noise at the receiver [7] ; 2) noise pre known at the legitimate receivers, which impacts only on the performance of eavesdroppers [8] ; 3) random codewords of a public codebook known by all nodes in the system including the eavesdroppers. The jamming signals can be decoded at the receiver and canceled from the received signal [9] ; and 4) useful signals for other legitimate terminals in the system [10] .
In this paper, the secrecy capacity of the two-phase two-way relaying system with an eavesdropper and a primary receiver is investigated. A new cooperative beamforming and jamming scheme is presented to improve the system security. Source node translnits both user and predefined jatmning signals to the relay node in phase I. In phase II relay nodes forward the information which contains jamming signal using distributed beamforming. Under such a scheme, both phases are secured.
We apply two beamforming approaches to investigate the problem of secrecy rate maximization in the cognitive relay network. Firstly, the maximum secrecy rate is obtained by well-studied interior-point based methods. Then, an iterative algorithm of lower complexity is proposed to solve the secrecy rate maximization problem.
Throughout this paper, the key mathematical notations are used as follows: vectors and matrices are denoted by uppercase and lowercase bold letters, respectively. Scalars are denoted by lowercase letters. rank(X), tr(X) denote the rank and the trace of matric X, respectively. We represent the exception of pre-defined jamming signals simultaneously. In phase II, relays forward the receiving siganls using distributed beamforming. E is passive with the intension of interpreting the source information from R and S without trying to modify it. E does not transmit any signals but receives the signals transmitted by all the nodes and tries to wiretap the information for the legitimate receiver. PR receives the signal from S and R as interference. The quasi-stationary flat-fading channel coefficients between all these nodes, fR, fp, fE , gR, gp and z is the jamming signal, nR, n�) and n�) are the additive noises. We normalize E {ls I 2 } = E {lzI 2 } = 1.
In phase II, the relay nodes will forward the received signal to D using distributed beamforming, which grants E another opportunity to get the information. The signal transmitted by the relay nodes is
where W is the beamformer matrix in the form of W = diag([wi, W2 ,' .. , wJV]), and diag is a diagonal matrix. Due to the total power constraint of relay nodes, we should have E{lxR I 2 } ::; PRo The received signals at D, E and PR are YD = y'P;g�WfRs + JPjg�WfRz + g�WnR + nD � 5) yCf ) = y'P;C�WfRS + JPjC�WfRZ + c�WnR + n� (6) y� ) = y'P;g�WfRs + JPjg�WfRz + g�WnR + n�) (7) For the receiver D, the pre-defined jamming signal, fR and gR are available, the remaining part can be manipulated as YD = y'P;w Haf gs+g�WnR+nD We assume that all the noise terms nD, n�), n�), n�), n�) and nR are zero-mean and time-spatially white independent complex Gaussian random variables with variance 6 2 , and the jamming signal z is a complex Gaussian random variable.
Since the signal which relays receive contains jamming signal, we don't need to use another relay to transmit jam lning signal. So when the source node transmits source and pre-defined jamming signal simultaneously, both phases are secured.
III. SECRECY SCHEME WITH EAV ESDROPPER'CSI
Let us define
Rcc � diag(lcE,11 2 , ... , IC E,N I 2 )
Rpp � diag(lgp,11 2 , ... , Ig p ,NI2)
To consider the the physical layer security, we adopt the achievable maximum secrecy rate as the measurement In the proposed scheme, we hope to achieve the maximum secrecy rate by searching the optimal W. (We assume that Ps and Pj are fixed). Then, the received SNR at the destination and eavesdropper can be reformulated, respectively, as 
where X 2: 0 means that X is a symmetric positive semidef inite matrix, R = (Ps + Pj)fRfJ!: + 0" 2 1, PI = (Ps + Pj)fRfR H + (Ps+Pj)wRfpw H +0" 2 wRggw H . Since X by definition is a rank one matrix, finding the optimal weights is in general a nonconvex optimization problem. Thus, we above ignore the rank constraint, and hence employ semidefinite relaxation (SDR) [12] . If the matrix Xop t obtained by solving the above optimization problem happens to be rank one, then its principal component will be the optimal solution to the original problem. Otherwise, randomization method in [13] is employed to obtain Wopt .
When there is total power constraint, we can easily compute the maximum values of tl and t 2 separately since now we have 
Actually, we can use its proposed Algorithm to get the Optimal value.
IV. THE LOWER COMPLEXITY METHOD
In the last section, the maximum secrecy rate is obtained by characterizing the rate region via the rate-profile method. However, it requires an exhaustive search which is of great complexity. In this section, an approach of lower complexity is introduced to maximize the secrecy rate. The optimization Solve problem(27)with the given <P1,0.<P2,0 and find the optimal value I ;; and <pf ,<P2:
Update <P1,0,<P2,0:<P1,0 = <pf,<P2,0 = <P2:
5: Until I I ;; -1�-11 ::; <;
Unfortunately, the above problem is non-convex because of the objective function, which is actually the difference of convex function. Inspired by the linear approximation approach in [IS] and reference therein, we introduce two new variables 7r1, 7r 2 and use the first order Taylor polynomial in (28) to convert (27) into a solvable problem as shown in (29). 
Problem (29) is a semidefinite programming problem and can easily be solved using standard convex optimization algorithm. However, (29) is not equal to (27) as the right side of (28) is just a first order approximation of the left side. And only if cP m , O equals to the optimal cP m,opt is the right side of (28) equals to the left side. Thus, in order to solve (27) accurately, inspired by the POTDC method in [16] , we introduce a iterative algorithm as described in table 1. A convergence proof of the algorithm can be built based on [16] and simulation results verify the efficiency of the algorithm in the next section [ 17] .
V. SIMULATION RESULTS
In the simulation cases, all the channel coefficients are randomly generated in each simulation run, as complex zero mean Gaussian random vectors with unit covariance. The noise power (7 2 is normalized to be at OdB. We use CVX toolbox to solve the SDP problem. Figure 2 displays the maximum secrecy rate versus the maximum total transmit power of relays with Ps = SdB, Ith = -SdB, Pj = OdB or Pj = SdB, N = 3 or N = 6. As it is depicted in the figure, the performance increases as the number of relays increases and the secrecy rate obtained with method in III and that in IV are coincident. And the secrecy has been significantly improved with the hybrid cooperative beamforming and jamming scheme.
In order to further study the influence of N, we present the secrecy rate versus N with Ith = -SdB , PR = SdB or PR = lOdB, Ps = SdB, Pj = OdB or Pj = SdB. As shown in Fig.  3 , the secrecy rate increases as the number of relays becomes large and the growing rate slows down. Figure 4 displays the maximum secrecy rate versus the maximum total transmit power of relays with Ps = SdB, Pj = OdB or Pj = SdB, N = 3 or N = 6. And Ith changes from -24dB to -4dB with step of 2dB. As it is depicted in the figure, the performance becomes better as Ith increases. In addition, as shown in both figure 2 and figure 4 , the more relays has a better performance than the more Pj power.
VI. CONCLUSION
In this paper, we investigate the sercrecy rate maximization problem in the cognitive two-way relay network with an interference power constraint at the PRX and a total transmit power constraint of the relays. we have proposed a joint IIh threshold(dB) Fig. 4 . Maximum secrecy rate vs interference power at PRX cooperative beamforming and jamming scheme to enhance the security. Two methods are devised to obtain the optimal solutions. The first method is the rate region method and the second one is a lower complexity algorithm based on SDR and the first order Taylor polynomial. Simulation results verify that the secrecy rate obtained by these two methods are coincident and the joint scheme greatly improves the security.
